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AgendaAgenda

� Introductions- InTelegy IT Consulting Partner-
Cary Sholer from Wavestrong (www.wavestrong.com)

� Disaster Recovery-Defined for a County Service 
Center

� Disaster Recovery Planning-Technology and 
Data

� Disaster Recovery Planning-How you can 
support your community in a time of crisis
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Disaster RecoveryDisaster Recovery-- Defined for a Service CenterDefined for a Service Center

� Disaster Recovery or Business Continuity, 
Planning- a proactive approach to protecting an 
organization from disruption in a time of crisis-
human, natural or technology

� Emergency Management-management of 
communication and information during a community 
crisis
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Disaster RecoveryDisaster Recovery-- Your Service CenterYour Service Center

� Not just an IT issue- since most organizations 
already do regular “back ups” of data they are 
lulled into a false sense of security

� Disasters Happen-
� that affect physical facilities
� that affect telephone access
� that affect business processes
� that result in data loss
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Proper Disaster Recovery PlanningProper Disaster Recovery Planning
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Conduct Risk Assessment of Potential DisastersConduct Risk Assessment of Potential Disasters

� Disaster Threat Identification
� What could happen (disaster threat)?
� If it happened, how bad could it be (disaster impact)?
� How often could it happen (disaster frequency)?
� How certain are the answers to the above questions (degree of 

confidence)

� Risk Analysis
� How vulnerable are we to this risks (disaster frequency, annualized)
� What can be done (disaster prevention)?
� How much will it cost (disaster prevention cost, annualized)?
� Is it cost-effective (DR plan cost/benefit analysis)?
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Sort Disaster ThreatsSort Disaster Threats

� Sort potential disasters by quantitative & qualitative 
scores

� Quantitative SLE Risk Score
• Use an independent and objective numeric values to score risks

• Commonly used risk values: ARO and SLE
ARO = Annualized Rate of Occurrence ( e.g. 1 chance in 1000 years = 0.001 ARO)

Single Loss Expectancy = [Asset Value ($1,000,000 )x ARO (.001)  = SLE 
($1,000)]

� Qualitative Scenario Score
• Scenario: Description of Impact if Threat Occurs

Most disaster threats are easier to sort using qualitative scenario scores
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Form Your DR Planning Team & DR Approval CommitteeForm Your DR Planning Team & DR Approval Committee
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� Executive Sponsors 
� List the names of the Executives or Directors who are responsible for the 

welfare of the agency, its operations, and the services it provides it citizens.
� Stakeholders

� For each executive sponsor, who do they trust and would expect are on the 
DR Planning Team?

� SME’s
� For each DR scenario, who are the subject matter experts who know the 

people, processes and technology needed to respond effectively?
� DR Planning Team

� DR Planning Team should include Stakeholders and SME’s
� DR Approval Committee 

� Committee should include your executive sponsors plus at least one of the 
Stakeholders and one of the SME’s
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For Each Disaster Threat, Create a For Each Disaster Threat, Create a DR Response Action PlanDR Response Action Plan

� Your Disaster Recovery (DR) Plan should include all DR Response 
Action Plans.

� At a minimum include the following in your DR Response Action Plan:
� DR Response Team Contact List and Inter Department/Agency Contact Lists
� DR Resource List and Pre Approved Budget
� Preferred Vendor List and Pre-Approved PO’s  with required signatures specified 
� DR Executive Communication Plan (External PR plan & Internal plan)
� DR Customer Notification Action Plan  with notification template 
� Voice scripts, ACD Routing, and perhaps 1-800 number
� Service Templates: Web FAQ’s, Training Guides, Workflows, and Submission Forms

� Seal the DR Response Action Plans in folders and store in multiple safe 
places. 

� Annually review and update DR Response Action Plans.
� Consider practicing one or more DR Response Action Plans per year.
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Example DR Plan for CallsExample DR Plan for Calls
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4 Key Areas in DR Plan4 Key Areas in DR Plan

� Physical Facility
� Backup facility: 

� easy for employees and clients to get to
� far enough away from the service center so that it has 

a higher probability of avoiding the same natural 
disaster

� telephone and data connectivity capable
� Telephone Access

� Ability to move ACD to other location-
the benefits of VOIP

� Emergency messages on IVR/VRU
� Back up employees with FAQs
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4 Key Areas in DR Plan4 Key Areas in DR Plan

� Business Processes
� Client access via phone, walk-in
� Mail room and client document 

handling
� Case file access
� Alternative Phone routing plan

� Data Loss
� Regular back up
� Storage off site; out of state
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Emergency ManagementEmergency Management

� Emergency Management-management of events as 
they unfold during an impending or actual situation 
that may cause injury, displacement, loss of life or 
destruction of property.

� What this means to your Service Center
� How the Service Center can help the community
� The Pros and Cons to offering your Service Center for 

Support
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Questions to AskQuestions to Ask-- County Emergency ResponseCounty Emergency Response

How does your county support the people during an emergency?
� Fire, Police and more respond to the emergency or disaster, but who 

answers the community’s questions and provide information?
� Who in your county is responsible for emergency management and responding to a 

disasters? And how do they notify & alert residents to evacuate during a disaster? 
� How do they currently answer community members questions or provide 

information during an emergency?
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Questions to AskQuestions to Ask-- County Emergency ResponseCounty Emergency Response

What can your service center infrastructure and employees do 
in the time of a community disaster?

� Utilize your ACD and Phone Number
� Toll free number can be published via radio, flyers etc as an emergency access 

line
� Relieves 911 of non-emergency calls
� Can provide callers with recorded information about road conditions, business 

and school closings, emergency shelter locations and more
� Live call handling can provide information about status of emergency via 

scripting and FAQs provided by the emergency management team in the 
community

� Emergency shelter-utilizing your facility to support the community

� Emergency benefits

� Emergency approval for Medi-Cal or Food Stamps

� Emergency easy access plans
� Partner with local government and sports arenas to provide kiosk type support 

(e.g. San Diego fires: Qualcomm Stadium, Del Mar County Fairgrounds, and CSUSD students) 
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The Pros and Cons of Offering Your SupportThe Pros and Cons of Offering Your Support

Pros

� You are in business to help 
the people in your county

� Your clients are often 
those worse affected in a 
time of disaster

� Potential for 
reimbursement from State 
and Fed emergency funds

Cons

� Stop of business processes, 
backlog of work

� Impact on employees 
during a time of personal 
crisis

� Costs
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ClosingClosing

Be part of the solution……
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